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[1-10]
IPA FIPS 140-2 $[2, 3]$ FIPS 140-2
NIST Special Publication 800-22(SP800-22) $[5,6]$ NIST SP800-22
2
T 5
2.1 The Art of Computer programming, /
Knuth The Art of Computer programming, / [1] 12
Kl (frequency test)





K5 \ddagger L (coupon collector’s test)
K6 (permutation test)
K7 (run test)
K8 $t$ (maximum-Of $t$ test)
K9 (collosion test)








$[0, 1)$ $u_{n}>$. 0 $d-1$ $<U_{n}>$
2 $<U_{n}>$ ( ) 0 1
$(d=2)$
2.2 FIPS PUS 140-2
FIPS PUS 140-2 [2] $\text{ }$ 4
Fl 1 (monobit test)
F2 (poker test)
F3 (runs test)
F4 (longest runs test)
[2] 0 1 20000












$[0, 1)$ $<u_{\iota}.,>$. 0 $d-1$ $<U_{n}>$
2
2.4 NIST Special Publication 800-22
NIST Special Publication 800-22[5] 16
Nl 1 (frequency test)
N2 (frequency test within ablock)
N3 (runs test)
N4 (test for longest run of ones in ablock)
N5 2 (binary matrix rank test)
N6 (discrete fourier transform (spectral)test)
N7 (non-Overlapping template matching test)
N8 (overlappiug template match $\mathrm{g}$ test)
N9 Maurer (Maurer’s universal statistical test)
N1O Lempel-Ziv (Lempel-Ziv compression test)
Nll (linear complexity test)
N12 (serial test)
N13 (approximate entroW test)
N14 (cumulative sums (cusums) test)
N15 (random excursions test)
N16 (random excursions variant test)
NIST 0 1 NIST
$p$-value $0$ $p$-value
pvalue
























(NIST 10 ) $\mathrm{A}^{\mathrm{a}_{\text{ }}}$
1. $p$-value
$A?\cdot p$-value 0.01
1. $p$-value $[0, 1)$
$[0, 1)$ 10 2
2 $p$-value 0.0001
2. $m$ 0.01 $p$-value
$0.99\pm\sqrt{\frac{0.99\mathrm{x}0.01}{m}}$
NIST $\iota 0$ ’ ‘1’ ASCII
NIST NIST





6. Quadratic Congruential I




10. ANSI X9.17 (3-DES)









DIEHARD [7] T 18
Dl (b hday spacings test)
D2 OPERM5 (overlapping 5–permutation test)
D3(3lx31) 2 (binary rank test for $31\mathrm{x}31$ matrices)
D4 $(32\mathrm{x}32)$ 2 (binary rank test for $32\mathrm{x}32$ matrices)
D5 $(6\mathrm{x}8)$ 2 (binary rank test for $6\mathrm{x}8$ matrices)
D6 (bitstream Test)
D7 OPSO (OPSO(Overlapping-Pairs-Sparse-Occupancy) test)
D8 OQSO (OQSO( test)
D9 DNA (DNA test)
D1O 8 (count-the-l ’s test on astream of bytes)
Dll 8 (count-the-l’s test for specific bytes)
D12 (parking lot test)
D13 (minimum distance test)
D14 $3\mathrm{D}\mathrm{S}\mathrm{P}\mathrm{H}\mathrm{E}\mathrm{R}\mathrm{E}\mathrm{S}$ ( $3\mathrm{d}$-spheres test)
D15 (squeeze test)




lOMByte llMByte DIEHARD 18 200 $\mu$-value






DIEHARD ‘0’ ‘1’ ASCII
85
1. Mulfiply-with-carry (MWC) generator (MWC generator)
2. 4 $1\mathrm{C}$ generator on pairs of 16 bits(MWC1616 generator)
3. ’:Mother of all random number generators” (MOTHER generator)
4. KISS generator
5. Simple but very good generator COMBO (COMBO generator)
6. Lagged Fibonacci-MWC combination ULTRA (ULTLA generator)
7. Combination $\mathrm{M}\mathrm{W}\mathrm{C}/\mathrm{s}\mathrm{u}\mathrm{b}\mathrm{t}\mathrm{r}\mathrm{a}\mathrm{c}\mathrm{t}- \mathrm{w}\mathrm{i}\mathrm{t}\mathrm{h}rightarrow \mathrm{b}\mathrm{o}\mathrm{r}\mathrm{r}\mathrm{o}\mathrm{w}$ (SWB) generator ($\mathrm{M}\mathrm{W}\mathrm{C}/\mathrm{S}\mathrm{W}\mathrm{B}$ generator)
8. Extended congruential generator (EXCONG generator)
9. Super-Duper generator (SUPERDUPER generator)
10. Subtract-with-borrow generator (SWB generator)
11. Specified congruential generator
12. 31-bit generator ran2 from Numerical Recipes (RAN2 generator)
13. Specified shift-register generator
14. System generator in Microsofi Fortran ( MSRAN generator)
15. Lagged-Fibonacci generator












0 1 $\{X_{i}\}$ $X_{:}\neq X_{:+1}$
0 1
2
0 $d-1$ 5 $(1)5$ $(2)3$




0 1 8 $m$
$m$ 8
2
0 1 968 $m$
6 2
0 1 32 32 $\mathrm{Y}$ $u=\mathrm{Y}/2^{32}$ $[0, 1)$
$k$ $k=2^{31}$ $karrow\lfloor k\mathrm{x}u\rfloor$ $k=1$
43 2
0 1 32 32 $\mathrm{Y}$ $u=\lfloor \mathrm{Y}/2^{32}\mathrm{x}6\rfloor+1$
$u$ Craps Craps 20000 1
21
2. 8
0 1 40 1
5 3625 2
8




0 1 160 32 5
5 120
2. $(6\mathrm{x}8)$ 2
0 1 156 $(6\mathrm{x}8)$ 2
3 2
. $(31 \mathrm{x}31)$ 2
0 1 1024 $(31\mathrm{x}31)$ 2
3 2
. $(32\mathrm{x}32)$ 2
0 1 1024 $(32\mathrm{x}32)$ 2
3 2
0 1 $M$ 7
2 $M$
FIPS 140-2 2 00 1





0 1 $[0, 1)$
$k$ $k$
2
0 1 32 32 $\mathrm{Y}$ u=l Y/232
2 2 12000
1.




0 1 32 32 $\mathrm{Y}$ $u=1000\mathrm{Y}/2^{32}$
3 3 4000
2
0 1 20 $2^{21}$
20 1 $(X_{1}, X_{2}, \cdots, X_{20})_{\text{ }}2$ $(X_{2}, X_{3}, \cdots, X_{21})$
1. OPSO
0 1 32 32 10 $\mathrm{Y}$
$\mathrm{Y}_{1}$ , $\mathrm{Y}_{2},$ $\cdots$ $(\mathrm{Y}_{1} , \mathrm{Y}_{2})$ , $(\mathrm{Y}_{2}, \mathrm{Y}_{3}),$ $\cdots$ 2 10 $2^{21}1\mathrm{H}$
2 10. OQSO
0 1 32 32 5 $Y$
$\mathrm{Y}_{1},$
$\mathrm{Y}$
2 $\rangle$ . . . $(\mathrm{Y}_{1}, \mathrm{Y}_{2}., \mathrm{Y}_{3}, Y_{4}),$ ( $\mathrm{Y}_{2}$ , $\mathrm{Y}_{3\mathrm{t}}$ Y4 , $\mathrm{Y}_{5}$ ), $\cdots$ 4 5
$-^{21}$, 4 5. DNA
0 1 32 32 2 $\mathrm{Y}$













0 1 32 32 24 $Z$





0 1 32 32 $Y_{1},$ $\mathrm{Y}$2, $\cdot$ ..
$(\mathrm{Y}_{1},$
$\mathrm{Y}$2 $\rangle$ ..., $\mathrm{Y}_{100})$ , (Y2, $\mathrm{Y}$3i..., $\mathrm{Y}_{101}$ ), $\cdots$ 100
3.3
0 1 $X_{1},$ $X_{2},$ $\cdots X_{r\iota}$ $S_{\dot{l}}= \sum_{j=1}^{\dot{\iota}}(2X_{j}-1)$ $S_{\dot{l}}’= \sum_{j=’\iota-:+1}^{n}$(2X
1) $(1 \leq i\leq n)$
0 1 $X_{1},$ $X_{2},$ $\cdots X_{n}$ $S_{\dot{*}}= \sum \mathrm{j}_{=\iota}(2X_{j}-1)(1\leq i\leq n)$
$S_{1}$. $=0$ 0 1 $- 4\sim- 1_{\text{ }}$ $1\sim 4$ 8
0 1 $X_{1},$ $X_{2,-}\ldots \mathrm{Y}_{n}$ $S_{i}= \sum_{j=1}^{\dot{|}}(2X_{j}-1)(1\leq i\leq’ \mathrm{z})$ -9
$\sim$-1 1\sim 9 18




0 1 $m$ $m-1$
$m-2$















































‘0’ $\mathrm{t}1$ ’ ASCII
2
5.2




’. $\cdot$.. – $.\wedge^{\ulcorner}-=,_{-}..’$
.
$\mathrm{t}$ ) $\mathrm{t}$
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